ITamsaTka no 6e3onacuoctTn B nHTepHere. Caiit CETEBUYOK

C kaxkgbIM roqoM MONoOeXu B UHTEPHETE CTAHOBUTLCH BonbLUe, a LKONbHUKA OOHU U3
caMbIX aKTUBHbIX nonb3oBaTtenen PyHeTa. Mexay TeM, NOMMMO OrPOMHOro KonnyecTea
BO3MOXHOCTEN, UHTEPHET HECET M NpobnemMbl. ATa NnamMsaTKa AOIMKHA NOMOYb Tebe
©e3onacHo HaxoauTbCs B CETH.

KomMmnbloTEepHbIE BUPYChHI

KoMnbloTepHbIN BUPYC — 3TO Pa3HOBUAHOCTb KOMMbIOTEPHbIX MPOrpamm,
OTNUYUTENBHON OCOBEHHOCTBIO KOTOPOW ABMISIETCS CNOCOBHOCTL K pa3MHOXEHUI0. B
AOMNOJSTHEHME K 3TOMY, BUPYCbl MOTYT NOBPEAUTb UITM MOSHOCTLI0 YHUYTOXNTb BCE
dannbl U gaHHble, NOAKOHTPOSIbHbIE NOMBb30BATESD, OT MMEHM KOTOPOro bbina
3anylieHa 3apaxeHHasi nporpammMa, a Takke NnoBpeauTb U gaxe YHUUTOXUTb
ornepaumoHHY0 CUCTeMy Co BceMun dparnamu B Lenom. B 6onblUIMHCTBE criyvyaeB
pacrnpoCTPaHATCA BUPYCbl Yepe3 MHTEPHET.

MeToabl 3aIUTEl OT BPCIOHOCHBIX ITPOTpaMM:

e lMcnonb3yn coBpeMeHHble OnepaunoHHbIe CUCTEMbI, UMEKLME CEPLESHbIN
YPOBEHb 3aLUMTbl OT BPEAOHOCHbIX NporpamMmm;

e [loCTOSIHHO yCTaHaBnuBam nayTn (UMdPOBbLIE 3anaTku, KOTOpbIe
aBTOMaTU4YECKN YCTaHABNNBAKOTCA C Lienbto AopalTku nporpamMmmbl) U gpyrue
0oBOHOBNEHUs CBOEN onepaunoHHon cuctemol. CkaymBam UX TOSMbKO C
odmumansbHoro camta paspabotynka OC. Ecnuv cylecTByeT pexnm
aBTOMATU4YECKOro OOHOBMEHNS, BKIOYM €rO;

e PaboTan Ha cBOeM KOMMbKOTEPE MO NpaBaMu NONb30BaTenNs, a He
agMUHUCTpaTopa. OTO HE NO3BONUT BONLLUNHCTBY BPEAOHOCHLIX MporpamMm
WMHCTannMpoBaTbCs Ha TBOEM NePCOHaNIbHOM KOMMbIOTEPE;

e lMcnonb3ym aHTMBMPYCHLIE NPOrpaMMHbIE MPOAYKTbI N3BECTHbIX
npousBoguTeneun, C asTomaTm4yeckum obHoBneHnem 6as;

e OrpaHunyb un3n4ecknin 4OCTYyN K KOMMNbIOTEPY AN MOCTOPOHHMUX NNL;

e lMcnonb3yn BHELWHWe HOCUTENU MHPopMaLMK, Takne Kak doneLuka, ANCK Unm
drann n3 uHTepHeTa, TONbKO U3 NPOEPEHHbBIX NCTOYHMKOB;

e He oTKpbIBan KOMMbOTEPHbIE (halnbl, NONyYEHHbIE U3 HEHAOEXHbLIX MCTOYHUKOB.
[axe Te cannbl, KOTOpble NpUcnan TBOW 3HaKOMbIN. Jly4lle yTOYHW Y Hero,
oTnpasnsan nm oH Tebe ux.

Cetu WI-FI

Wi-Fi — 970 He BuA nepefayv AaHHbIX, HE TEXHOSMOrMS, a BCEro nNuib bpeHa, mapka.
Ewe B 1991 rogy HMaepnaHackasa komnaHms 3apernctpuposana 6peng « WECA», 4to
obo3Havano cnosocoyeTaHue «Wireless Fidelity», koTopbIn nepeBoaUTCS Kak
«becnpoBogHasa TOMHOCTbLY. [10 Halero BpemeHu gowna gpyras abbpesnartypa,
KOTopas ABNAETCS Takon xe TexHonornen. Ato abopesmatypa «Wi-Fi». Takoe
Ha3BaHue ObINI0 4aHO C HAMEKOM Ha CTaHAapT BbICLUMIA 3BYKOBOW TexXHUKN Hi-Fi, yTo B
nepeBoAe 03HA4YaEeT «BbICOKAsH TOYHOCTbY.
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[a, 6ecnnaTHbIN MHTEPHET-A0CTYN B Kadbe, OTenNsx 1 asponopTax ABMAsSeTCs OTIIMYHON
BO3MOXHOCTbIO BbIXOAa B MHTEPHET. HO MHOrMe aKcnepTbl CYMTaIOT, YTO
obwenoctynHole Wi-Fi ceTn He siBnsaitoTcst 6e3onacHbIMN.

Cosertsl 110 Oe30macHoCcTH pabore B 001Iea0cTynHbIX ceTsx Wi-fi:

e He nepepgasai cBoto nn4Hyo MHGoOpMaumto Yepes obwenoctynHole Wi-Fi ceTuw.
PaboTas B HUX, XenaTtenbHO He BBOAUTb Naponiv 4OCTyNa, NOrMHbl U Kakne-Tto
HOoMepa;

e Wcnonb3yn n 06HOBNAN aHTMBUPYCHbIE NporpaMmmbl U BpaHamayep. Tem cambiM
Tbl 06e3onacuwlb cebst OT 3akayku BUpyca Ha TBOE YCTPONCTBO;

o [pu ncnonssosaHuun Wi-Fi oTkntoum coyHkumo «O6Lwmin gocTyn K pannam u
npuHTepamy». [laHHas yHKUMS 3aKpbiTa MO YMOMYaHMO, O4HAKO HEKOTOpPbIE
nonb3oBaTeNu akTUBMPYIOT €€ And yaobcTea MCnonb3oBaHNs B paboTe unu
yyebe;

e He ncnonbayn nybnunyHein WI-FI gna nepegayn nuyHbIX AaHHbIX, HAanpumep ans
BbIX04a B coumnarnbHble CETU UIK B ANIEKTPOHHYIO MOYTY;

e Mnonb3yin ToNbKO 3awmeHHoe coeguHeHmne Yyepe3 HTTPS, a He HTTP, T.e. npu
Habope Beb-agpeca BBoAN UMEHHO «https://»;

e B mobunbHom TenedoHe oTknoun dyHkumo «lMogkntoveHme k Wi-Fi
aBToOMaTu4eckny». He gonyckan aBToMaTn4ecKoro nogksioyeHnst yCTpomcTea K
cetsam Wi-Fi 6e3 TBO€Ero cornacus.

CoumnanbHble ceTu

CoumanbHble CETU aKTUBHO BXOASAT B HaLy XXW3Hb, MHOTME Nioav paboTaroT M XKNBYT
Tam NoCcTOsHHO, a B Facebook yxe 3apernctpuposaH munnuapg YenoBek, YTo
ABNAETCA OAHOW ceabMOu BCeX Xutenemn nnaHetbl. MHOrme nonb3oBartenu He
NOHMMALOT, YTO MHGOPMaUUS, pa3MeELLLEHHast MU B couManbHbIX CETAX, MOXET ObITb
HangeHa 1 NCrnonb3oBaHa KeEM yrogHo, B TOM Yncre He 06a3aTenbHO ¢ Gnarnmm
HaMepEHNAMMN.

OCHOBHBIE COBETHI IO OC30IACHOCTH B COIMAJIBHBIX CCTAX:

e OrpaHuyb cnucok apysen. Y 1eba B Apy3bsax HE AOIMKHO ObITb Criy4anHbIX U
He3HaKOMbIX JTIOOEWN;

e 3awuuian cBo YacTHYH XU3Hb. He ykasbiBan naponu, TenedoHsbl, agpeca,
AaTy TBOEro poXAEHWS U APYryo NUYHY MHAOPMaUUNKO. 3r0YMbILLIIEHHUKN
MOryT MCMONb30BaTh Aaxe MHAPOPMaLMO O TOM, KaK Tbl U TBOU poauTenu
nnaHupyeTe NPOBECTU KaHUKYIbI;

e 3awumuian ceo penyTaumio — JEPXKN ee B YACTOTe M 3adaBan cebe Bonpoc:
xoTen Obl Tbl, YTOObLI Apyr1e Nonb3oBaTENN BUOENW, YTO Thbi 3arpykaellb?
Moaymain, npexae Yem Y4To-To onybnMkoBaTb, HAaNUcaTh U 3arpy3nTb;

e Ecnun Tbl roBopuLb C NIOAbMU, KOTOPbIX HE 3HaELb, HE UCMONb3YyN CBOE
peanbHOe MMS 1 APYTYH JIMYHYH MHAOPMALMK: UMSI, MECTO XUTENbCTBA, MECTO
y4ebbl 1 npoyee;

o W3beranm pasmeweHna potorpadun B IHTEpHETE, rae Tbl N306paXkeH Ha
MECTHOCTM, MO KOTOPOM MOXXHO ONpeaeniuTb TBOE MECTOMONOXEHNE;

e [lpun pernctpaumm B coumanbHOM ceTn HeobXxoaMMo UCNOob30BaTb CrOXHbIE
naponu, coctosime n3 6yke n umdp 1 ¢ KOIMYECTBOM 3HAKOB HE MeHee 8;

e [Insa coumnanbHOM ceTu, NOYTbl U APYrMX CauToB HEOHBXOANMMO NCNONb30BaTb
pasHble naponu. Toraa ecnu Teba B3nNomaroT, TO 3N0YMbILUNIEHHUKM nony4yaT
AOCTYyN TONbKO K OAHOMY MECTY, a He BO BCe cpaay.
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ANEKTPOHHbIE OEeHbIN

ONEKTPOHHbIE AEHBIM — 3TO OYeHb YAOOHbIN cnocob nnatexen, ogHaKo CyLLEeCTBYHOT
MOLLUEHHUKM, KOTOPbIE XOTAT NONYYNTb 3TN OEHbIN.

OneKTPOHHbIE AEHbMN NOSIBUIINCH COBCEM HEAABHO U UMEHHO U3-3a 3TOr0 BO MHOIMX
rocyaapcTeax 4O CUX MOp He NponucaHo Npo HMX B 3akoHax. B Poccuu e oHm
PYHKLUMNOHMPYIOT M O HUX YK€ MPOMNMUCaHO B 3aKOHE, rAe X pas3faensitoT Ha HeCKObKO
BMOOB — @HOHUMHbIE U HE aHOHMMHbIe. PasHunua B TOM, YTO aHOHWMHbIE — 3TO T€, B
KOTOpPbIX paspeLuaeTcs NpoBoAUTL onepaummn 6e3 naeHtTugmrkaumMm nonbL3oBaTens, a B
HeaHOHUMHbIX OEHTUdUKALMK Nofb3oBaTens sBnseTcs 06s3aTensHON.

Takxke crieqyeT pasnuyaTb 3NEKTPOHHbIE braTHbIe AeHbIN (paBHbI rOCYAapCTBEHHbIM
BanTam) 1 3reKTPOHHblE HedunaTHble AeHbIMN (He paBHbl rOCy4apCTBEHHbIM
BanTam).

OCHOBHBIE COBETHI 110 OE30IIaCHOM pa60Te C DJICKTPOHHBIMU JICHbI'aMU:

e [lpuBsXM K cHETY MOBUSTBbHBIN TenedOoH. ITO caMbl YOOOHbIM 1 BbICTPbIN
crnocob BOCCTaHOBUTbL JOCTYN K cyeTy. [pmBa3aHHbIM TenedoH NOMOXET, ecnun
3abygellb CBOM NNaTeXHbIN Naposb U 3angellb Ha CauT C HE3HAKOMOro
YCTPOWCTBA;

e Kcnonb3yn ogHopasosble naponu. [locne nepexoaa Ha yCUIEHHYHO
aBTopu3aunto Tebe yxxe He ByaeT yrpoxkaTb ONAcHOCTb KpaXku Unn nepexsaTa
nnaTexHoro napons;

e Bbibepu cnoxHbin naposnb. MNpecTynHukam 6yaeT He NPOCTO yragaTh CHOXHbIN
naponb. HagexHble naponn — 3To Naponn, KoTopble coaepXxart He MeHee 8
3HaKOB U BKJKOYAKOT B cebs CTPOYHbIE U NPONUCHbIE BYKBbI, LUAPLI U HECKOSNBKO
CMMBOJIOB, Takune Kak 3Hak gonnapa, yHTa, BOCKNMUaTenbHbIN 3HaK U T.1.
Hanpumep, $tRONng!;;

e He BBOAM CBOM NNYHbIE AaHHbIE HA CanTax, KOTOPbIM He JOBEPSELLb.

ANeKTpoHHaga noyrta

ONEeKTPOHHAas NoYvTa — 3TO TEXHOMOIMs U NpegocTaBnseMble et YCnyru no nepecobinke
N NOSTYYEHUIO 3NEKTPOHHBIX COOBLLIEHUI, KOTOPbIE pacnpenensitoTCa B KOMNbIOTEPHON
ceTn. OB6bI4HO ANEKTPOHHbIV MOYTOBBIN AWK BbIrNAANT Crieayowmm obpasom:
UMs_nonb3oBaTena@umsa_aomeHa. Takke KpoMe nepegayun npocTtoro Tekcta, UMeeTcs
BO3MOXHOCTb nepefasaTtb hannbl.

OcHOBHBIE COBETHI 110 6€30MacHO paboTe C INEKTPOHHOM MOUTOM:

e Hapo BbiGpaTb NpaBunbHbIA NOYTOBLIN cepBUC. B MHTEpHETE eCTb OrPOMHbIN
BbI6Op BecnnaTHbIX NOYTOBLIX CEPBMCOB, OAHAKO fy4lle JOBEPSATb TEM, KOro
3Haelb U KTO NepBbI B PEUTUHTE;

e He ykasbiBan B NM4HOM NoyTe NUYHYO MHGOpMauuo. Hanpumep, nyywe
BblOpaTb «My3blKanbHbIN _daHaT@» nnn «pok2013» BmecTo «Temal3dy;

e Mcnonb3yn AByxaTanHyk aBTopM3auunio. ATo Korga noMUMO Naposist HYXKHO
BBOAUTb KO, npucbinaemsiv no SMS;

e Bbibepu cnoxHbin naponb. [Ans Kaxkgaoro noYToBOro silMka AomMKeH bbiTb CBOM
HaOeXHbI, YCTONYMBBIN K B3ITOMY Maporb;

e Ecnu ectb BO3MOXHOCTb Hanncatb CaMoMy CBOW FIMYHBLIN BOMPOC, UCNOSb3YN
9Ty BO3MOXHOCTb;
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e Vlcnonb3ym HECKOMNBLKO NOYTOBLIX ALMKOB. [1epBbIn ANt YAaCTHOW NepPenncKn ¢
agpecaTamu, KOTOpPbIM Tbl AOBepseLlb. ITO ANEKTPOHHBLIN aapec He Haao
MCnonb30BaTh NpU perncTpaumm Ha opymax u camrax;

e He oTkpbiBan hannbl 1 gpyrve BNOXEHUS B MMCbMax Aaxke ecrnu OHW NpuLLnn ot
TBOWX Apy3en. Jlydlie yTouHM Yy HUX, OTApaBnanu nn oHn Tebe atn dannso;

o [locne okoH4yaHWst paboTbl HA MOYTOBOM CepBUCE Nnepes 3akpbiTueM BKNaaKu C
CanToM He 3abyab HaxaTb Ha «BbINTW».

KnbepOynnuHr nnm BupTyanbHoe 1n3aeBaTebCTBO

KnbepbynnuHr — npecnegoeaHme coobLeHmsiMn, coaepaummn ockopbneHus,
arpeccuto, 3anyrmBaHue; XynuraHcTeo; counanbHoe 6oMKOTMPOBaHNE C NOMOLLbHO
PasnUYHbIX MHTEPHET-CEPBUCOB.

OcHoBHBbIE COBETHI 110 OOPHOE ¢ KNOEPOYIUITMHIOM:

e He 6pocarica B 6oi. Jlyywmnn cnocob: nocoBeToBaTbCA Kak cebs BECTU U, ecnn
HeT TOro, K KOMy MOXHO 06paTuUTbCs, TO BHa4are yCnokomTbcs. Ecnu Thbl
Ha4yHeLlb OTBeYaTb OCKOPOBeHnamMm Ha ocKkopbrieHns, TO TONbKO eLle bornbLue
pa3oxOKeLLb KOHMIUKT;

e YnpaBsnsu cBoen kubeppenyrtauuven;

e AHOHUMHOCTb B ceTU MHUMasi. CyLlecTBYIOT CnOCobbl BbIACHUTb, KTO CTOMUT 3a
AHOHUMHbIM aKKayHTOM,;

e He cTouT BeCcTn xynuraHckum obpas BUpTyanbHOM XN3HU. IHTEpPHET dukcmpyeT
BCE TBOW AENCTBUSA U COXpaHSET uUx. Yoanutb ux byaeT kpanHe
3aTPYyAHUTENbHO;

o Cobntogan cBon BUPTYarnbHYyH YeCcTb CMOMoAy;

e UrHopupyn eamHnyHbin Heratme. OQHOPa30BLIE OCKOPOUTENbHbIE COOBLLEHNUSA
nydywe nrHopuposaTb. OBbIMHO arpeccusi NpekpaLwaeTca Ha HavYanbHOW CTaauu;

e baH arpeccopa. B nporpammax o6MeHa MrHOBEHHbIMU COOBLLEHNAMMU, B
coumarnbHbIX CETAX €CTb BO3MOXHOCTb 6NOKMPOBKM OTNPaBKM COOBLLEHWI C
onpeneneHHbIX agpecos;

o Ecnun Tbl cBugetens knbepbynnudra. TBon eNCTBUA: BbICTYNUTb NPOTUB
npecrnegosaTens, NnokasaTb eMy, YTO ero AeNCTBUS OLLEHMBAIOTCH HEraTUBHO,
noaaepxaTb XepTBY, KOTOPOW Hy>KHA NCUXOSIOrnyeckas NoMoLLb, COOOLNTb
B3POCINbIM O haKkTe arpecCnBHOro NOBEAEHNS B CETMU.

MobunbHbIN TenedoH

CoBpemeHHble cMapT(OHbI 1 NnaHLWweTbl cogepxaT B cebe BnomnHe B3pocnbIi
dYHKUMOHAr, 1 Tenepb OHWU MOTYT KOHKYPUPOBAaTb CO CTaLMOHAPHbIMU KOMMNbIOTEPAMN.
OpHako, cpeacTB 3awwmTbl AN Nogo6HbIX YCTPOMUCTB NOKa o4eHb Mano. TecTupoBaHue
M MOUCK YA3BMMOCTEN B HUX NPOUCXOANT HE TaK MHTEHCUBHO, kak ans MK, To xe camoe
KacaeTcsa n MOOUNbHbIX NpunoxeHnn. CoBpeMeHHble MOBunbHbIE Bpay3epbl yxe
NpakTUYECKN AOrHaNM HaCTOSbHbIE aHanNorn, OAHaKo pacumpeHme pyHKLMoHana
BreyeT 3a cobon BONbLUYI0 CIIOXKHOCTb M MEHbLLYIO 3alLMLLEHHOCTb. [laneko He Bce
NPOM3BOANTENM BbiNyCKatoT OOHOBMNEHWS, 3aKpbIBaKOLLME KPUTUYECKME YSA3BUMOCTU ANs
CBOMX YCTPOWUCTB.
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OCHOBHBIE COBETHI JyIsi 06€30MaCHOCTH MOOMIIBLHOTO TeneoHa:

e Hwuyero He aBnAeTcA no-HacToswemy 6ecnnaTtHbeiM. Byab ocTopoXxeH, Beab
korga Tebe npeanaratoT 6ecnnaTHbI KOHTEHT, B HEM MOTYT BbITb CKPbIThI Kakue-
TO NNaTHbIE YCNYru;

o [yman, npexae 4yem otnpasutb SMS, doTto nnm Bngeo. Tbl TOYHO 3HaELb, rae
OHU ByayT B KOHEYHOM uTore?

e HeobxonmMmo 06HOBNATL ONEepaLMOHHY0 CUCTEMY TBOEro CMapT(OoHa;

e Vcnonb3yn aHTUBMPYCHbIE NPOrpaMmbl 4511 MOOUbHBIX TENEOHOB;

e He 3arpyxan npnnoxxeHnsa ot HEUM3BECTHOINO UCTOYHMKA, Beb OHN MOTYT
cogepXaTb Bpe4OHOCHOE nporpaMmmHoe obecneveHme;

e [locne TOro Kak Tbl BblgeLb C canTa, rae BBOAWUIT NINYHYIO MHOPpMaLMIo, 3anau
B HacTpowiku Gpaysepa 1 yaanm cookies;

o [lepuoguydeckn npoBepan Kakne nnaTHble YCryru akTMBUpOBaHbl HA TBOEM
HOoMepe;

o [aBaw cBor HOMep MOBUIbHOrO TenedoHa TONbKO NIASAM, KOTOPbIX Thl 3HaELb
N KOMY JoBepsieLb;

e Bluetooth gomkeH 6bITb BbIKIOYEH, KOr4a Thl UM He nonb3yelbes. He 3abbiBan
MHOrga nNpoBepsiTb 3TO.

Online urpbl

CoBpeMeHHbIe OHMarH-UrPbl — 3TO KPACOYHbIE, 3axXBaTblBaloLLME pa3BeyeHus,
006beaNHAIOLLME COTHUN ThICSY YESToBEK Mo BceMy Mupy. rpokn nccneayot AaHHbIA UM
MUp, obLLaloTCa ApYr C APYroM, BbINOMNHAT 3a4aHnst, CpaXatTcs C MOHCTPaMK K
nony4aT onbIT. 3a yAOBONLCTBME OHU NNATAT: MOKYMNaKT AMCK, ONMaynBaroT
aboHeMeHT nnun nprnobpeTaroT Kakme-To Onunn.

Bce aTv cpeacTtBa nayT Ha nogaepkaHue U pasBuTre Urpbl, a Takke Ha camy
6e30nacHOCTb: COBEPLUEHCTBYIOTCSH CUCTEMbI aBTOPU3ALIMK, BbIMYCKaOTCSl HOBbIE NaTyu
(umcbpoBble 3annaTtky 4ns NporpaMM), 3aKpblBalTCS YSA3BMMOCTU cepBepoB. B
NoAo6HbIX Urpax CTOUT onacaTbCsi HE CTONbKO CBOMX COMEPHMKOB, CKOSTbKO Kpaku
TBOEro Maporisi, Ha KOTOPOM OCHOBaHa cMcTemMa aBTopu3aummn 60MbLLNMHCTBA Urp.

OCHOBHBIC COBETHI 110 OE30IIACHOCTH TBOCTO HUI'POBOI'0 aKKayHTa:

o Ecnu gpyron urpok Beget cebsa nnoxo unu cosgaet Tebe HenpuUATHOCTY,
3abnoKMpyKn ero B CNUCKe UrPoOKOB;

e [loxanyinca agMUHUCTpaTopaM Urpbl Ha NI0Xoe NoBeAeHNe 3TOro Urpoka,
XernaTtenbHO MPUNOXUTb Kakne-To JokasaTeribCTBa B BUAE CKPUHOB;

e He ykasbiBan nn4yHy0 nHopmaunio B npocanne urpbl;

e YBaxaw Opyrux y4aCTHUKOB MO Upe;

e He ycTtaHaBsnmBam HeouumanbHble NaTyn U MOAbI;

e lcnonb3yn CnoxHble U pasHble Naposnv;

e [laxke BO BpeMsi Urpbl HE CTOUT OTKMOYaTb aHTUBUPYC. [oka Tbl urpaellb, TBOM
KOMNbIOTEP MOTYT 3apasuThb.

OULLIMHT NNK KpaXKa NIMYHbIX AAHHbIX

OOGbI4YHOM Kpaxken AeHer U JOKYMEHTOB CErOAHS YXKe HUKOro He yameufllb, HO C
pPa3BUTUEM MHTEPHET-TEXHOMOMMIN 3M0YMbILLNIEHHUKMN NEPEMECTUMNNCE B UHTEPHET, U
NPOAOIMKAT 3aHMMAaTbCA «MOMMBIMY» AernoM. Tak nosiBunack HoBas yrposa:
WNHTEPHET-MOLLUEHHUYECTBA NN (OULLIMHT, FNaBHas Lefb KOTOPOro COCTOUT B NOMyYEeHUA
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KOHMAEeHUMAarnbHbIX JaHHbIX NONb3oBaTenen — MormMHOB U naposnen. Ha aHrnnnckom
a3blke phishing uMtaeTtca kak dovwmHr (oT fishing — pbibHas noens, password —
naporsb).

OcHOBHBIE COBETHI IO 60pHOE ¢ HUITMHTOM:

o Cnegun 3a cBoOMM akkayHTOM. Ecnu Tbl nogo3peBaellb, YTO TBOS aHKeTa Obina
B3NloMaHa, To Heob6xoaMMo 3abrIoKMpPoBaTh ee U COOBLWUTL agMUHUCTPaTOpam
pecypca 06 3TOM Kak MOXHO CKopee;

e Wcnonb3yn 6e3onacHble Be6G-canThbl, B TOM YUCIE, MHTEPHET-Mara3mHoB U
MOUCKOBbIX CUCTEM,;

e Wcnonb3yn cnoxHble 1 pasHble naponn. Takum obpasom, ecnm Tebs B3nomatoT,
TO 3MOYMBbILUSIEHHMKX NOSTyYaT AOCTYN TOMBbKO K OAHOMY TBOEMY MPOGOUIIIO B
CeTH, a He KO BCeM,;

o Ecnun teba Banomanu, To Heob6xoaMMo NpeaynpeanTb BCEX CBOUX 3HAKOMBIX,
KoTopble obaBneHbl y Tebsi B Apy3bsx, O TOM, YTO TebSA B3noManu 1, BO3MOXHO,
OT TBOEro MMeHn ByaeT paccbinaTtbCst CNam U CCbIfKU Ha OULLIMHIOBbLIE CaNTbl;

e YcTaHoBW HagexHbi naponb (PIN) Ha MOBUNbHLIN TeNeOoH;

o OrTkntoun coxpaHeHune napons B 6paysepe;

e He oTkpbiBan hannbl 1 gpyrve BNOXEHUs B NMMCbMax Aaxke ecrnv OHWU NpuLLnin ot
TBOUX ApYy3en. Jlyylle yTOYHN y HUX, OTNPaBnsanu nn oHn tebe atn dannesl;

LindopoBas penyrauus

LindbpoBas penytauma — aTo HeraTMBHaa Unu No3MTMeBHas MHopmaums B ceTn o Tebe.
KomnpomeTupytoLas nHopmMaLums pasmeLlleHHas B MHTEPHETE MOXET CepPbe3HbIM
obpasom OTpasnTbCAa Ha TBOEW pearibHOM XN3HW. «LindpoBas penytaumnsay» — 3170 TBOWM
UMUK, KOTOPLIN opMmnpyeTcsa n3 nHgopmMmauum o Tebe B MHTEPHETE. TBOE MECTO
XUTenbcTea, y4ebbl, TBOE (prHaHCOBOE NOMoXeHne, 0COBEHHOCTN XapakTepa 1
pacckasbl 0 61M3KNX — BCe 9TO HaKanmMBaeTCsl B CETU.

MHorvne noapoCTKM NErkoMbICIIEHHO OTHOCATCS K NyGrvkauum nMyHon nHdpopmauumn B
NHTepHeTe, He MOHNMAas BO3MOXHbIX NOCNeACTBUNA. Tbl AaXe HE CMOXeELLUb JoragaTbCs
0 TOM, 4YTO hoTorpadus, pasmeLleHHast 5 neT Ha3ag, ctana NPUYNHON OTKa3a NPUHATb
Tebqa Ha paborTy.

KommeHTapuu, pasmelleHne Tsonx ootorpadomin n gpyrme 4eENCTBUSA MOTyT He
NCYE3HYTb Aaxke Nocne Toro, Kak Tbl X yaanuib. Tbl HE 3HaELUb, KTO COXpaHun aTy
Hpopmauuio, nonana nm oHa B NOUCKOBbLIE CUCTEMbI U COXpaHMnach v OHa, a
rmaBHOE: YTO NoayMatoT 0 Tebe okpyxatoLwee noan, KoTopble HANayT U YBUOAT 3TO.
Hantn nHdopmaunio MHOro neT cnyctsi CMOXeT Ntobon — kak n3 obpbix NobyxaeHWn,
Tak U C HAMEPEHMEM MPUYUHUTE Bpen. OTO MOXET ObITb KTO YrogHo.

OcCHOBHBIE COBETHI IO 3alIUTE LIUPPOBOIN penyTaIiu:

o [logyman, npexae 4em 4To-TO NybriMkoBaTh U Nnepegasath y cedsi B 6rnore unm B
counarnbHoOu CeTu;

e B HacTpounkax npoduns yctaHOBM OrpaHMYeHNs Ha NPOCMOTP TBOEro Npodouns u
ero cogepXnmoro, caenam ero TonbKo «And apy3emn»;

e He pa3melwan n He ykasbiBa MHpOpMaLMIO, KOTOpas MOXET KOro-nnbo
OCKOpbnATbL Unn obmxaTb.
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ABTOpCKOE NpaBo

CoBpeMeHHbI€e LIKONbHUKN— aKTUBHbIE MOMb30BaTENN LMGPPOBOro NPOCTpaHCTBa.
OpHako ganeko He Bce 3HaKT, YTO NOfb30BaHME MHOMMMU BO3MOXHOCTSIMU LIMPOBOTO
Mupa TpebyeT cobnogeHns npaB Ha MHTENNEeKTyanbHyt COBCTBEHHOCTD.

TepMUH «MHTennekTyanbHas coOBCTBEHHOCTb» OTHOCUTCS K Pa3fnnYHbIM TBOPEHMUSAM
YenoBEYECKOro YyMa, HauMHas C HOBbIX M306peTeHU 1 3HaKkoB, 0603HaYaLWNX
COBCTBEHHOCTb Ha NPOAYKTbI U YCIYrK , U 3aKkaH4MBasi KHuramu, otorpadmsmu,
KMHOOUNIbMaMM U My3blKanbHbIMU MPON3BEAEHUSIMMU.

ABTOpCKME NpaBa — 3TO NpaBa Ha MHTeNNeKTyanbHyl COGCTBEHHOCTb Ha
Npou3BeAeHns1 Hayku, NuTepaTypbl U UCKyccTBa. ABTOPCKME NpaBa BbICTyNatoT B
KayecTBe rapaHTUM TOro, YTO MHTENNEKTyarnbHbIN/TBOPYECKMIA TPYA aBTOpa He byaeT
HanpacHbIM, 4acT eMy CripaBeAsvMBble BO3MOXHOCTU 3apaboTaTb Ha pesynbTatax
CBOEro TpyAa, NonyyYnTb U3BECTHOCTb 1 Npu3HaHue. HukTo 6e3 paspelueHns aBTopa He
MOXXeT BOCNPOM3BOAMTL €r0 NPOM3BeaeHMe, pacnpoCTpaHsiTh, Ny6NnMYHo
[EeMOHCTpMpoOBaTb, NpoaaBaTb, UMNOPTUPOBaTb, MyckaTb B NPOKaT, NyGrNYHO
NCMNONHSATb, NOKa3blBaTb/MCNOMNHATL B 3dupe unu pasmellaTs B IHTepHeTe.

Mcnonb3oBaHne «nNMpaTcKoro» nporpaMMHOro obecrneyeHmst MoxeT NPUBECTU K MHOTUM
puUCKaMm: OT NoTepu AaHHbIX K TBOMM akkayHTam [0 6r10KMPOBKM TBOErO YCTPOWCTBA, rae
YCTaHOBINEHHbIV He feranbHas nporpamma. He ctout Takke 3abbiBaTb, YTO
CyLLeCTBYeT feranbHble 1 6ecnnaTHble NPorpamMmmbl, KOTOPbIE MOXHO HaWTU B CETW.

O nopTtane

rT@TWCeTeBMQOK.pCb — TBOW IMaBHbIA COBETYMK B CETU. 30€Cb Thbl MOXeELUb Y3HaTb O
6e30MnacHOCTM B CETU NOHATHBLIM M AOCTYMHbBIM A3bIKOM, @ NPU BO3HUKHOBEHUU
KpUTUYECKON cuTyaumm obpaTuTbCs 3a COBETOM.

OpraHusaTop npoekTta — «bnor wkoneHoro BecesHankny» www.e-parta.ru
MHdopmaLmnMoHHO-No3HaBaTeNbHbIN NopTan Ana NOAPOCTKOB.

Mpw nogaepxkn HIM «Jlura 6esonacHoro nuHTepHeTar», FocygapcteeHHas [yma PO u
CoBeTt Peaepauum PO. MNMpoekT MeeT NONOXUTENBHOE 3KCMEPTHOE 3aKo4eHNe
MuHuctepcTBa obpasoBaHust 1 Hayku PO.
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